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Outline of the Course

DE MADRID
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What is operational risk: from thick fingers to rogue traders.
Economic/regulatory capital.

Operational risk and Basel II: basic models.
Operational risk and Basel II: advanced models.

Operational risk and Basel II: The Loss Distribution Approach.
Capital calculation.

More about severity modelling.

Practical issues.

Using external data.

Taking into account dependence structure.
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From Insurance to Financial Institutions

DE MADRID

[iskiab madri

« QOperational risk has to do with losses due failures in processes, teghnolog
people, etc.
* Inthis sense itis a problem that appears in
— Insurance,
— Quality control of technological (industrial) pesses,
— Security (of nuclear plant, for example), or eamment safety,
— Also in risk control of financial institutions &g shall see.

 The problem is the calculation of the amount of money you may need in order
to be hedged at a high level of confidence (99,9%).

* This sessions are focused on operational risk for financigLiinghs.

 More precisely, we are interested in the calculation of regulamgbmic
capital using advanced models allowed by Basel Il.

A new area for applied mathematics.
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From Thick Fingers ...
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Once is happenstance. Twice is coincidence. Three times is enemy action
Winston Churchill

« May 2001 an employee at Lehman Brothers negotiates an engagem&oof
millions instead of 3 millions (his real goal). This error implied a fall of 120
points of the FTSE 100 ( 40 billion).

 November 2001 another erroneous operation with EuroStoxx futures had as
consequence a fall of 800 points of the index.

« December 2001a trader at UBS Warburg made an error (in the Japanese
equities book), typing the price (per unit) instead of the number of units
resulting in a net loss of $50 million.

 The automation of processes and the globalization of markets havetednver
these facts in usual.

« A trader may understand an order in an erroneous way and he is goirng to sel
iInstead of buying. If in addition market moves the wrong way his error will
result in a loss.

 This kind of situations is very usual and represent huge amounts of logses, e
If people don't know about it.
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Operational Risk Losses EDJAD %

DE MADRID

isah madri

 In May 2002, P.W.C had collected more than 7.000 events of operational risk
more than one million dollars each:

8000 O Losses smaller than $100m

7000 B | osses greater than $100m -
6000 e
5000

4000

3000

Losses

1000 |

0.0

95 97 98

Year (source: PWC)

e In reality this kind of losses (database of public events) are noyalveay
reliable.

* Nevertheless they indicate clearly the existence and magnitadeal
problem: an amount of more than $272 billions.
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... 10 Rogue Traders and Other EDJAD @ﬁ%

DE MADRID

BCCI (1991, £27.000m: fraud) The most amazing example of fraudulent use
of a financial institution. Everything they did was wrong (criminal). Pr&ces
began in 2005. There is a claim df billion against the Bank of England.

Barings (1995, $1.300m + bankruptcy: unauthorized activity)during 2
years, Nick Leeson (derivative trader) accumulated non reported losses.

In the case oDaiwa (1995, $1.100mdr Sumitomo (1996, $2.600mthe
unauthorized activity was for a longer period of time: 11 and 3 years.

Natwest (1997, $127m: model error)Kyriacos Papouis (a swaption trader)
used wrong volatilities in the model for swaption pricing.

Cantor Fitzgerald (1998, Terrorist attack against World Trade Centel).

Bank of America, FleetBoston Financial (2004, $515m: bad practices)
penalty for “after-market trading”.

City Bank (2004, $2.7 hillions) extrajudicial agreement (WorldCom case).
City bank (2005, $2 billions) extrajudicial agreement (Enron case).

see http://www.riskdimensions.com/archive/.
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The 2002 Loss Data Collection VAR
Exercise for Operational Risk
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Number of banks | Number of losses | Number of losses/bank

LCDE 2000 27 5.265 195
LCDE 2001 89 47.269 531
2500+
2000
O Otros
1500 - W Execution ..

@ Business Disruption
B Damage to physical..
O Clients, Products..
1000 - O Employment ..

B External Fraud

O Internal Fraud

1 2 3 4 5 6 7 8 9

Amount= 7.8 billions, Number of events = 47.269
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The technology that is available has increased subs  tantially the potential of creating losses
Alan Greenspan, March 1995

 The emergence of banks acting as large volume service providers, davagula
globalization, and advances in technology have increased complexity of bank
activity and thus of their risk profile:

— Complex, multinational production processes,
— Complexity of financial products with numerous edted options and guarantees.

— New business: for example banks are increasimgtypeting with insurers for asset
products such as annuities and mutual funds omigerance ...

— Large-scale mergers and acquisitions create fiisks incompatible systems and
Integration problems

 New technologies create new risks:
— Automated back office processing systems incraakef system failure;

— More automated hedging strategies (clearing attigsent systems) reduce market
and credit risk but create additional operatiorsks;

— e-banking and e-commerce increase risk of fraudcamate new and unknown risks;
— Outsourcing creates new risk exposures.
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The Definition of Operational Risk

DE MADRID

There are another types of operational risks:
— Natural disasters (earthquake, Katrina, etc.)
— Damages to physical assets.

A first approach could be to define operational losses as any losses but marke
and credit risk losses.

It is too vague a definition.
The Basel Committee defines operational risk in the following way:

the risk of loss resulting from inadequate or failed internal processes,
people and systems or from external events. This definition includes
legal risk, but excludes strategic and reputational risk.

Of course, systemic, market and credit risk are excluded from thistier
Implicitly, there is a taxonomy of risks .
In bank activity, there is also a variety of business lines.

Basically, we need to merge the two concepts in a coherent wageintor
calculate economic capital for operational risk.
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Risk Management in Financial Institutions EDJAD @Q%

DE MADRID

Banks and financial institutions must invest a part of their capitary secure
and liguid instruments in order to face (almost) any financial comtoygat a

very high level of confidence.

The objective is to avoid a bankruptcy and a systemic contagion.

This amount of capital is calculated using the McDonough’s solvenoy rati
define by

KT t KT .
— ——— : 3 8%, withK; 3 K;
credit risk + market risk + operational risk ' ?

whereK. means capital in Tier i

The denominator represents ttapital at riskfor the three kinds of risks.

Depending on if it is calculated in order to describe the restson of the bank
or for regulatory purpose, we shall have economic or regulatory capital.
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Relative Weight of Operational Risk
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UNIVERSIDAD AUTONOMA
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« QOperational losses are important source of risk for large, internibanks.
 Basel Committee incorporates a charge for operational risk in it$ Gageal

Accord.

 The contribution of each kind of risk to the McDonough ratio (regulatory
capital) will probably be close to the following estimation:

Type of risk January 2001 September 2001
Credit 75% ??%
Market 5% 22U
Operational 20% 12%

total 100% 100%

* In the next future, rating firms will consider operational risk wagsigning
firm financial ratings (not only for financial institutions).
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The Value at Risk
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 Basel | was only focused in credit risk, the most important risk fonk. ba

« The VaR revolution began in 1993 with it adoption as part ob&st practices
of the G30.

 Let’s consider a level of confidencel-p (for examplec=99%) and let | be
the value of a portfolio at time

* VaR)is the quantile defined by:
P(P,-P <- VaR¥ ¢

e Itis an amount of money which measures how risky is your portfolio.

« The 1996 amendment to Basel | introduced the market risk and adopted VaR
methodology.

A generalized (optimistic) idea was that this single number wasgéno
measure market risk.

 In fact, Value at Risk supposed the beginning of new mathematical apmoach:
to risk measurement.
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 The first and most extended
method for VaR calculation is
based on very strong suppositior
(the random walk hypothesis): [\
Normality of - . S0
Independent increments
Square root of time scaling. Nl 1l
 Derivatives are represented a5k

through their sensitivity to the L.
stock price.

e This is the delta-normal VaR.

 In spite of evidence, itis a
standard.

 In our framework we shall speak
about OpVar or CaR.

-l

0
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A Framework for
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Business Lines
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 Any bank must map his activities to 8 business lines.

* In some cases, it is necessary to make political decisions whiychawa broad
Impact in capital level.

Level 1 Level 2 Activity Groups

Corporate Finance Mergers and Acquisitions,

Municipal/Government Financg Underwriting, Privatisations,

Corporate Finance Securitisation, Research, Debt
Merchant Banking (Government, High Yield), Equity,
Syndications, IPO, Secondary Privgte
Advisory Services Placements
Sales
Fixed Income, equity, foreign
Market Making exchanges, commodities, credit,
Trading & Sales funding, own position securities,

Proprietary Positions lending and repos, brokerage, debt

prime brokerage

Treasury
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Retail lending and deposits, banking
Retail Banking services, trust and estates

Private lending and deposits, banking

Retail Banking Private Banking services, trust and estates, investment adyice

Merchant/Commercial/Corporate cards,

Card Services private labels and retalil

Project finance, real estate, export finance
Commercial Banking Commercial Banking| trade finance, factoring, leasing, lends,
guarantees, bills of exchange

Clients Payments and collections, funds

Payment and Settlement| External Clients :
transfer, clearing and settlement

Escrow, Depository Receipts, Securities

Custody lending (Customers) Corporate actions

Agency Services Corporate Agency | Issuer and paying agents

Corporate Trust

Discretionary Fund | Pooled, segregated, retail, institutional,
Asset Management Management closed, open, private equity

Non-Discretionary | Pooled, segregated, retail, institutional,
Fund Management | closed, open Retalil

Retail Brokerage Retail Brokerage Execution and full service
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by Business Lines (LDCE 2002) DE MADRID
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0)
- % 1% 5

3%
4%

@ Corporate finance
| Trading & sales
O Retail banking

0O Commercial banking

B Payment & settlement

@ Agency semices
B Asset management
0O Retail brokerage

64%
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Distribution of Losses LAl

iskiah matd by Business Lines (LDCE 2002) VD

CONNECTED FINANCIAL RESEARCH

:

12% 4%

@ Corporate finance B Trading & sales 0O Retail banking 0O Commercial banking
B Payment & settlement @ Agency senices B Asset management O Retail brokerage
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Severity and Freguency
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 From previous figures, it is clear that two variables play a role irabpeal
risk:
— Severity,
— Frequency.
* In the following table, we can appreciate how these variables combime in t
different business lines:

Percentage Percentage

number of events gross losses
Corporate finance 1 4
Trading & sales 12 15
Retail banking 64 30
Commercial banking 7 29
Payment & settlement 4 3
Agency services 3 4
Asset management 2 3
Retail brokerage 7 12
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Types of Risks

DE MADRID

1.

Internal Fraud: losses due to acts of a type intended to defraud, misapproprie
property or circumvent regulations, the law or company policy, excluding
diversity/discrimination events, which involves at least one intermgt.pa

External Fraud: losses due to acts of a type intended to defraud, misappropri
property or circumvent the law, by a third party.

Employment Practices & Workplace Safetylosses arising from acts
Inconsistent with employment, health or safety laws or agreements, from
payment of personal injury claims, or from diversity/discrimination event

Clients, Products & Business Practicedosses arising from an unintentional or
negligent failure to meet a professional obligation to specifiatsliéncluding
fiduciary and suitability requirements), or from the nature ormghesf a product.

Damage to Physical Asset$osses arising from loss or damage to physical
assets from natural disaster or other events.

Business Disruption & System Failureslosses arising from disruption of
business or system failures.

Execution, Delivery & Process Managementosses from failed transaction
processing or process management, from relations with trade coumtsrpad

vendors.
Santiago Carrillo Menéndez, Hanoi, April 2007 22



Taxonomy of Risks (Basel Il)
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Event-Type
category (Level 1)

Categories (Level 2)

Activity Examples (Level 3)

Internal fraud

Unauthorised Activity

Transactions not reported (intentional), Trans type unauthorised
(w/monetary loss), Mismarking of position (intentional)

Theft and Fraud

Fraud / credit fraud / worthless deposits; Theft / extortion /
embezzlement / robbery; Misappropriation of assets; Malicious
destruction of assets; Forgery; Check kiting; Smuggling; Account ta
over / impersonation / etc.; Tax non-compliance / evasion (wilful);
Bribes / kickbacks; Insider trading (not on firm’s account)

External fraud

Theft and Fraud

Theft/Robbery; Forgery; Check kiting

Systems Security

Hacking damage; Theft of information (w/monetary loss)

Employment
Practices and
Workplace Safety

Employee Relations

Compensation, benefit, termination issues;
Organised labour activity

Safe Environment

General liability (slip and fall, etc.); Employee healtls&ety rules
events; Workers compensation

Diversity&Discrimination

All discrimination types
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Clients, Products &
Business Practices

Suitability, Disclosure &
Fiduciary

Fiduciary Fiduciary breaches / guideline violatio8aitability / disclosure issue$

(KYC, etc.);Retail customer disclosure violatiorteach of privacy;
Aggressive sale@ccount churningMisuse of confidential informatioh;ender
Liability.

Improper Business or
Market Practices

Antitrust; Improper trade / market practices; Market manipamatinsider
trading (on firm’s account); Unlicensed activity; Money laundering

Product Flaws

Product defects (unauthorised, etc.); Model errors

Selection, sponsorship &
Exposure

Failure to investigate client per guideliné&xceeding client exposure limits

Advisory Activities

Disputes over performance of advisory activities

Damage to Physical
Assets

Disasters and other event

Natural disaster losselduman losses from external sources (terrorism,
vandalism)

Business disruption
and system failures

Systems

Hardware;Software; Telecommunicationgjtility outage / disruptions

Execution, Delivery
& Process
Management

Transaction Capture,
Execution & Maintenance

MiscommunicationPata entry, maintenance or loading eriiissed deadline
or responsibilityM odel / system misoperatioAccounting error / entity
attribution errorOther task misperformancBelivery failure;Collateral
management failurd&eferenceData Maintenance

Monitoring and Reporting

Failed mandatory reporting obligatiomaccurate external report (loss incurregl)

Customer Intake and
Documentation

Client permissions / disclaimers missingggal documents missing / incomplet

Customer / Client Accoun
Management

t Unapproved access given to accouhtsprrect client records (loss incurred);

Negligent loss or damage of client assets

Trade Counterparties

Non-client counterparty misperformandg¢isc. non-client counterparty dispute

U)

Vendors & Suppliers

Outsourcing Vendor disputes
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Distribution of Events VAl

nsklahmadrm by Type of Risk (LDCE 2002) DENADRID

@ Internal Fraud
3%

m External Fraud

0O Employment
Practices...

44% O Clients, Products ...

m Damage to Physical
Assets

@ Business Disruption ...

1%
1%

7%

9% m Execution, Delivery ...
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Distribution of Losses LA

.
risklah madid by Type of Risk (LDCE 2002) —
1% 7%
7%
24%

@ Internal Fraud m External Fraud
O Employment Practices... O Clients, Products ...
B Damage to Physical Assets @ Business Disruption ...
m Execution, Delivery ... O No Event Type Information
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Severity and Frequency by Type of Risk
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As Iin the case of business lines, severity and frequency havenifteehavior,

depending of the type of risk:

Percentage Percentage

number of events gross losses
Internal Fraud 3 7
External Fraud 44 16
Employment Practices... 9 7
Clients, Products ... 7 13
Damage to Physical Assets 1 24
Business Disruption ... 1 3
Execution, Delivery ... 35 29
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The Basel Il Array
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Type of risk

Execution,
Delivery &
Process
Management

Business line

Corporate
Finance
Trading &
Sales

Retail
Banking
Commercial
Banking
Payment and
Settlement
Agency
Services and
Custody
Asset
Management
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Some Remarks
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A strong processes management culture, focused on controls, should result
low rates of operational risk losses.

Nevertheless, operational risk management needs of a more so@usticat
guantitative analytics both for:
—  The determination of an adequate capital charge,
— A better understanding of operational risk ...
« A detailed database of risk management losses is necessary fis fitbalg.

 As specified by the Basel Committee a bank must have, at leasarsbofe
data for being authorized to use advanced models for operational risk.

At the beginning of the process, 3 year of internal data will be enough if
completed by external data.

« With data, it is possible to begin the process of computing capital charge
under AMA approach.
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Some Remarks (2)
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« Afirst approach to this problem consists in computing it for each cell of the
array and then to take the sum of the 56 quantities.

It is not a trivial goal.
The typology of risks is really different across business lamektype of risk

—  External fraud (for retail banking) is different afamage to physical assets
—  Corporate financeuse to be different atail banking...

And so are severity (and frequency) distributions.

Even in each cell, the data are not homogeneous: look for example as’client
products and business practices” type of risk.

In fact, there are:
— events ohigh frequency(repetitive) andow severityand
— events ofow frequency(non repetitive, non stationary) ahajh impact

At this moment there is a lack of data for appropriately modelingabpeal
risk, in particular (eventual) non-stationarity.
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The New Capital Agreement
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« Basel Il defines three (mutually reinforcing) pillars.

o First pillar : Minimum Capital Requirements (risk measurement)

— Specifies the rules for quantifying regulatoryfeacaic capital. Operational risk is
Included as a new risk.

« Second pillar: Supervisory Review Process
— Up to date, regulators have a quantitative functegarding the use of models.

— The second pillar displays a strong qualitatiwsrednt of supervision which
reinforces the role of regulators.

« Third pillar : Market Discipline (+ public disclosure)
— The base of this pillar is the disclosure requeam
— Transparency will allow a deeper insight into astitution’s risk profile.

— In some sense this market discipline effect \e#ld to an additional banking
supervision by market participants.
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The Basic Indicator Approach EDJAD @;%
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In the BIA approach, the capital requiremdy () is calculated using the
formula:

a=0.15

Kga =@ El, where _
El=gross income (mean of the last 3 @)

Only positive gross income may be taken into account.
It is a very simple way to calculate the capital charge

No specific criteria for use of the Basic Indicator Approach drelwdan this
framework.

Nevertheless, banks using this approach are encouraged to comply with the
Committee’s guidance on Sound Practices for the Management and Sapervis
of Operational Risk (February 2003).

This approach can be very penalizing (no evidence of such a linear
relationship).

It represents a huge amount of money.
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« Under the TSA approach, the capital requiremiént, is calculated at the
business line level:

8 b. are defined by the regulator
Kisa = b~ ElL, where _ _

1 El. are the gross income for lin

Business line Beta (%)

Corporate Finance =18

Trading & Sales =18

Retail Banking =12

Commercial Banking 4~=15

Payment and Settlement =18

Agency Services and Custody —15

Asset Management ~12

Retail Brokerage =12
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Requirements for the Use of TSA: LA
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Effective risk management and control

 The bank must have a well-documentedegpendenoperational risk management and control
process, which includes firm-level policies andga@ures concerning operational risk and
strategies for mitigating operational risk.

 The board of directors and senior management baiattively involved in the oversight of the
operational risk management process.

 There must be regular reporting of relevant openat risk data to business unit management,
senior management and the board of directotsrnal auditors must regularly review the
operational risk management processes

» This review should include both the activitieslod business units and the operational risk
management and control process.

Measurement and validation

 The bank must have both appropriate risk repodiygiems to generate data used in the calculation
of a capital charge and the ability to construchaggement reporting based on the results.

 The bank must begin twystematically track relevant operational risk dateluding internal loss
data, by business line

 The bank must develop specific, documented caitieni mapping current business lines and
activities into the standardised framework.

 The criteria must be reviewed and adjusted for aeshanging business activities and risks as
appropriate

(*) These conditions are exactly extracted from the Basel Il agreement.
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Advanced Measurement Approach EDJAD %
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« In the working Paper n° 8 the Basel Committee defined three possiblecadva
approaches.
* Internal Measurement Approach (IMA):
— It relies on the hypothesis of a lineal relati@ivzeen expected and unexpected loss.

— This method is not explicitly mentioned anymobait may be useful for an
understanding of the realities of operational risk.

e Loss Distribution Approach:
— This is a powerful approach used in actuarialrea@e

— The aggregate loss distribution is obtained byehng the severity and the
frequency distributions.

« Scorecard approach
— This approach seemed to be very popular amongdbnghnks.

— It allows to begin operational risk measuremeasgul in self assessment and other
gualitative instruments, when the bank does notlyat data for model fitting.

* In the final document, no model was specified.
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The Internal Measurement Approacht

 The IMA model was explicitly mentioned in the first drafts of Basel Il
* |t has the advantage of being sufficiently intuitive to be pedagbgicseful.

* For each cell ij, we suppose a linear relationship between pgeetexi loss
(EL;) and theunexpected ongcapital charge X;):

Ky=g ~EL

 The reqgulatory capital is then:

Kvma = K
]

e Itis a one factor model (conservative point of view).

 To simplify, we shall consider one cell and forget subscripts.

e Let:

— N be the number of events for which we can have anatijpnal loss.

— L, the severity of the loss, is a random variable mitean | and standard deviation

L [}
(1) see C. Alexandery J. Pézier
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IMA: The Binomial Case

Suppose firsk. constant; ifp is the probability of a loss the expected loss is:
m=L N p

The aggregate loss distribution is binomial, so can suppose that
K=ks =gn

k must be calibrated (we suppose it has been done).

s=L"Np- pp» L/Np, (psmall

then
g:L or K =kL/Np
JNp
Observations:

— We don’t need to estimate separageindN.
— Is inversely proportional to square rootpaffrequency).
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Example 1: High Frequency Events

« Let us consider high frequency and low impact events:
— would be smaller than 1;

— It implies thatk (= ) will be smaller than (expected
losSs).

 Risk management must focus more on the expected loss than
on the unexpected one

 Example I N=25,000, p=.04,,=1,000
— The expected loss is: = 1,000,000 but,
— for k=7, we get = .22;
— So the capital requirement would be 220,000

 We can consider this example as a stylized representation|of
the back office situation (an error in transaction process).

(1) see C. Alexander y J. Pezier
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Example 2: Low Frequency Events

 Let us consider now low frequency and high impact events;
— would be greater than 1

— It implies thatk (= ) will be greater than (expected
loss).

 Risk management must focus more on the unexpected loss
rather than on the expected one.

« Example 2 N=50, p=.005, | = 4,000,000
— The expected loss (once again) iss 1,000,000 but,
— for k=7, we get = 14;
— So the capital requirement would be 14,000,000

 We can consider this example as a stylized representation|of
the corporate finance situation (unauthorized transaction).

(1) seeC. Alexander y J. Pezier Binomial GammasOperational Risk, April S86tiago Carrillo Menéndez, Hanoi, April 2007 42



IMA: Random Losses

If we take into account the randomness$ olve get:
m=Np~ m,
s*=N" p(l- pm+ ps’» Ngmg §)

Then the value of is given by

2
ENEIN k\/1+(sL/mL)
m Np

And capital requirement is:
K » k\/Nﬂﬂi + 5°)

For example i§, m, the capital requirement is multiplied b@

Taking into account randomness, the difference between the twtics
we described implies a factor of 90 in capital charge.
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IMA: Other Distributions

Poisson

A natural extension of binomial models is the Poisson distribution
(parameter).

* Then the expected loss is, and the variance is equal to, 2. We get:

2
g»k\/“(S;’”“ K> kng\/ ¥ (g /gy

Gamma

e A unique parameter may be insufficient in order to capture the yafiet
risks across the different business lines and types of risk.

 The gamma distribution( , ) may be a good choice in this case:

a-1

. X .
density: f e’ meamba : varianceb’a
y: T KF b Ga)
e Then
2
g» k\/1+(S;//nL) K» W\/ ¥ (5 Imj b
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Calibration of k

By its definition,k must be the result of dividing unexpected losses by
standard deviation.

For the standard normal distribution at 99.9%, k=3.1.
For the binomial distribution B(20, 0.05), we would have:

s =0.9747, 99.9 percentile 5.6818k = >-6818 1:4.80
0.9747

While for the Poisson distribution with parameted,

s =1 99.9 percentile 5.84:k :5'8f_ 1.4

For the Poisson distribution with parameteR0, we would get k=3.51.

In practice k will be more sensitive to the type of risk (frequency) than
to the kind of distribution used
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IMA: Final Observations

This approach shows how to model operational risk in a simply way.

Insurances may be taken in account: just substitutily - where
= IS the mean of the recovered amount.

It is easy to extend the model to other distributions.

Some conclusions:

— Low-frequency high-impact risks have the largéf&tats on a bank’s capital
charges.

— This approach underlines the importance of prousifor expected losses in
order to reduce capital charges.

— Capital is proportional to the square root oftaenber of events.

— So it will be proportional to the square rootlod size of the bank.

— It is also proportional to the square root of i of the time window.
— IMA means there is no linearity.

— It is a well known feature of operational riskdes (not always well modeled:
see Basic and Standard Approaches).
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The Need for Internal Database

As it was said, even banks who choose the Standardized Approach must
begin to collect events, creating an internal database of operatgkal ri

Of course, more advanced (actuarial) models will depend on the quality of
this database.

The creation and maintenance of such database presents many practical
problems:

— Quality and quantity of data (in particular fonrdmpable to fit severity and
frequency distributions).

— Consistency of data: are data representative @dtae year and big changes in
the business (merges, acquisitions, new business, Ibetter management, ...)

— Etc.
Of course, part of the database may be updated automatically.

Nevertheless, big events need to be reported individually by the units
responsible for them.

A new culture of risk management is necessary.
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The Need for Internal Database (2)

EventID UserlD Start End. Date Amount Validate Approved New
00001 XXXX 10/02/02 23/02/02 23/02/02 58000 Yes No No
Activity CauselD Cause Business Unit Effect
AB00234 FX settlement 22 Systems XXXXX

Description

Because of system failure a client order was not executed

Observations

bla bla bla
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About Loss Events

The number of loss events in a big european bank is huge (100,000 each yeat

Losses greater than10,000 represent:
— 50% of gross losses,
— but less than 1% of the number of events.

Losses smaller tharl 0,000 represent
— 50% of gross losses.
— But more than 99% of the number of losses.

Around 50% of the loss event represent losses smaller han

Because of this, some authors suggest to consider only data ovemaimlzie
threshold.

Operational loss appear to follow heavy-tailed distributions: more30%o of
the capital charge is usually explained by a very small numbeeafs

Data points span many orders of magnitude.
The largest loss is usually at 30 (or more) standard deviatiorysfeoma mean.

Many authors suggest the use of Extreme Value Theory distributi@nder to
fit real data.

As we shall see this is not the best alternative.
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Operational Risk and Basel Il
The Loss Distribution Approach
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Actuarial Models: Freqguency and Severity

We start at one of the positions in the Basel Il array.

Let X represent the random variable of (corrected) sevet|ty<, ... are the
losses) and be its probability density function (pdf):
P(XEX=F(X, F '(xr/ (X

Given a time horizon (1 year is the usual choice)\Ibe the random variable
which describes the number of events in this positiorf @aanass function:

P(N=n)= f(n), n=20,1, 2, ..
We assume the severity and frequency are independent randontevainidiso
are severity variables over time (consistent with data).
The aggregated loss for one year period is then:

SN— X, SO P(R £ 9= P( XE 3 RN F F" (s (.

It is easy to compute the moments:
E[SI=EX" EN va[ g=var[ N[EX+ [E Na ]’

Unfortunately, percentiles are much more complicated to estimate.
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Which Percentile?

 The Basel Committee has clearly defined what a bank must compute:

“A bank must be able to demonstrate that its approach captures
potentially severe “tail’ loss events. Whatever approach is used,
a bank must demonstrate that its operational risk measure
meets a soundness standard comparable to that of the internal
ratings based approach for credit risk, (i.e. comparable to a ong
year holding period and a 99.9 percent confidence interval).

« Afirst approach to the problem suggests a one factor model.

— Economic capital (capital charge) for each posiirothe array is determinate by
calculating the percentile 99,9%.

— The total capital is the sum of the capital forreposition.

— Itis a conservative approach, but this is theastlgthg philosophy of the Basel
Committee, also for credit risk or market risk ¢apcharge.
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Models for Severity Distribution

 We need a family of distributions for modeling s$everity distribution.
« The most usual in actuarial sciences are:

Distribution Expression Pararters
Lognormal H(x)=N Inx- m m, s
-1/x
X- a
GEV H(x)=exp - 1+ XT ap dx
-1/x
X- a
Pareto gen. H(x)=1- 1+ x a,b>0,x
Weibull H(x)=1- exp - 22 a. b>0 x
Gamma H(x)=(x- 9)¢ ' [b°Ta)] 'e *9)° axQp0g >0

* Inverse gaussian, Burr distribution and g-and-kritstion are other candidates.
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How to Choose Which Distribution to use

* It depends on how much we want to emphasize the tails of the distributions.
 The use of order statistics may help to decide.

Standard normal distribution and t-Student (4 degrees of freedom) may sgem ver
similar, nevertheless order statistics (20) clearly allows tluziisation.
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The Real Dirty World

* |In practice, we shall have more complicated situations:
* No single distribution fits well over the entire data set.
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Models for Frequency Distribution

 The Poisson distribution is a natural candidate for such a purpose.

* Nevertheless it is not the only possible choice.
« The following table summarizes the characteristics of other catedid

Distribution Expression Parameters
Poisson, P( ) P(N=n) :% e/ )
- : N\ N- k 7 %
Binomial, B(N,p) P(N=Kk) = ‘ P (1-p) N, kIl , p (0,1
_ _ _ K+r-1 K . .
Negative Binomial, B(r,p) P(N=Kk+r1) = 1 p' (1- p) ki ,> 0,p (021

* In fact, the negative binomial is a mixture of Poisson’s distributions.

 Compound distributions (Poisson, Negative Binomial) are other
possibilities.
 For more complex situations (in the future, with a lot of data for fitting

Cox processes may be good candidate.
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The Class (a,b,0)

Let us consider the mass functiffR) of the random variabl8i!:

f(k)=P(N=K
It is easy to verify that the Poisson distribution satisfies:
(k) —a+—, parak= 0,2,...
f(k- 1) k

Wherea=0 andb= . Itis easy to verify thap,=e
The other proposed frequency distributions have the same property:
Distribucion a b R

-

Binomial (N +1)— (1-q)"
-P

-p
-p (- DA p) P

'—‘H

Binomial neg.

We say they belong to the class (a,b,0).
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Frequency and Thresholds

Let us suppose that the fitting to internal data of the sevestialition is
done with a given threshold, shly

The parameters of the frequency distribution must be scaled in consequenc
In order to take into account bias reporting.

For example, in the case of a Poisson distribution the “true” pasamist
estimated as: /

sample

[ =
P(X>H)

Similar formulas exist for other frequency distributions.
Nevertheless, frequencies are not scaled to external data.

Threshold of the external database has no impact on the frequency
distribution.

We shall only use internal data of the bank for fitting the frequencies.
The reason is that external data are information on the tail of thewuhsn.

If necessary, we can use the external data for stress scednmarinding
frequencies).
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Capital Calculation
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The Panjer's Recursive Formula

We suppose the severito be discrete and I&f be its probability
mass function.

The frequency of the losses (in a given cell) is suppose to belong to
class (a,b,0).

The aggregate lossis then a random sum of random variables.

Then the probability mass functidpof Sis given by the Panjer’s
recursive formula:

@M (- )
f5(x) = =

1- af, (X)

It is then possible to compute the whole (discrete) distributi&@h of
For the general case we just need a discretizati®n of

An optimal choice consists in requiring the two first moments of the
discretized distribution to coincide with the original ones.
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The Panjer's Recursive Formula (2)

* In particular, in the case of the Poisson distribution with parametes get:

X

L00=2 V() f(x 9, e 12,

y=1
fs(o) —@ /TE fx (0)]
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Discretization of the Severity Distribution:
Concentration Method

Of course, for computational purposes, we need a discrete versian of th
severity distributioh

There are different methods for doing it.

In our case, we must basically choose between:
— Themethod of concentration
— Themethod of local moments

The idea for the first approach is very simple:
— We need to define a mesh in: jh, j=0, 1, 2, ....

— The mass of the density function is concentratethese points.

f,=P(X <h/2)=F, (h/2),
f,=P(X=jh)=P(jh- W2£ X< jh+ W2)= K (jh+ W2)- K(jh W2), § 1,2,

It is an easy and very fast method.

See Klugman, Panjer, Willmot Santiago Carrillo Menéndez, Hanoi, April 2007 62



Discretization of the Severity Distribution:
Moment Method

In this case we want to fit the figslocal moments.

The mesh is defined, for a givanin the following way:
X1 = % ph

We allocate the probability to the points ®fX,..,):

X% +h %+ ph® nh, mva

Such that:

P nr | Xctph

mi(% + jh)" = N XdR (%, r=0,12,..r

j=0 ‘
In practice, fop=1, the result is equivalent to the concentration method.
For p=2 the fitting of the distribution is much better.
For greatep’s the improvement is small.
For p=2 the probability density function is defined by

fo=m, f,=nf, ,=nb+nd, £=m, ..., H,:h:k ('”)X('j)_&i')hih dF (3 F 01,

i1
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Monte Carlo Simulation

& D

QU F
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Some remarks

The accurate calculation of the 99,9% percentile is one of the bigradmlle
In operational risk.

When working with real data, it is usual to get lognormal severitits
2.5.

Panjer formula may suppose practical problems for concrete computation.
— We need too many steps in the Panjer algorithm.
— It may turn the method impracticable (inefficieewen unfeasible).
What can we do?
Monte Carlo simulation (grid).
Nevertheless, in general, those calculation use to be hardware intensive.
Fast Fourier transform and reduction variance techniques are other
possibilities.
Some kind of (new) Thauberian theorems?
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Capital Allocation

One of the goals of risk management is to be able to allocate (chaozpiddl
to the different business lines and business units.

We need this kind of approach after insurance mitigation or quaditatialysis.
How to do that with operational risk?

A first approach (proposed by Frachot et al) consists in a two steputation:
— First we do the allocation for each business line:
EC =g~ CaR with ¢= —20
CaR

j=1
— Now we can calculate the allocation for the gell i

CaR
EC”. :aﬁ Eq,withq =— i

CaR

=1

Another approach, based on marginal OpVaR, seems more natural when takir
Into account correlations.
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More About Severity
Modelling
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Subexponential Distributions

e Almost all the severity distributions mentioned are heavgdai

e They belong to the class of subexponential distributions: for.X X,
1.l.d., we have:

m PO+ o + % > X) =1, whenn®¥ , for some (all¥
P(max(X,, ....X, P X)

 This means that severe overall losses are mainly due tola sigdoss
rather than the consequence of accumulated small independent losses.

* |t can be shown that this equation is equivalent to:

lim FE(())() =1, whenn®¥ , for some (allf 2 whithl x¢ }- 1H(X)
X

e As aconsequence is that, if
¥

@1+¢e)"P(N =n)<¥, forsomee>0

n=0
e F<is subexponential and

F. » E[N]” F(x), for x® +¥
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Extreme Value Theory in a Nutshell

The use of Extreme Value Theory has been one of the most relevant
milestone in risk management.

We are interested in distribution with fat tails, 1.e. fattanthormal
distributions.

Let F be such a cdf and let us considgr ..., X, independent identically
distributed random variables with distribution F.

The asymptotic behavior of the distribution function F is then given by:

F(X)»1- — & Y
X X’
If we consider a (high) threshold the distribution of the peaks over

threshold (POT) is given by (Balkema theorem):

-1/x
F(X)=P(X-UEX/X>u)» 1- X2
b(u)

Parameter is known as the shape parameter.

Those formula allow for percentile (and mean over the threshold)

calculation.
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An Analytical Formula (Bocker-KlUppelberg)

Suppose the severity cHfto be subexponential.
Letx suchthat4x )= (i.e.x =VaR (F)).

We shall have (single loss approximation):
F0» BN VaR( B = x> Fil- o)
Supposing we are in the asymptotic regime, we can calculate the OpVaR.

For example, foE[N]=100. VaR,g ,{S)=VaRyg 9990 F)-

An example: the Pareto case.
— LetF, be the peak over threshold (u) distribution ofsbeerity. We have:

F()=FU F(x v
— Using the Pareto approximation fgfwe get
-1/x

= T 1 XU b FOEN
F(X)» F(u~ 1+ x P VaR( k) u+X T % 1
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Critical iIssues for
Operational Risk Modeling
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Critical Issue: Fitting of Severity Distribution

No single distribution fits well over the entire data set.
Data show a melange of different classes of data.
For example, mostly small losses mixed with a few large losses.

Particularly, looking at the tail,
— Lognormal tends to underfit while
— Pareto tends to oveffihe tail then the capital charge.

The tool for such situations are the mixtures of distributions:
— Lognormal-lognormal,
— Lognormal-gamma,
— Lognormal-Pareto,
— Others ...

Of course when deciding which model to use, questions such as the ggnsitivi
of the model to a new extreme event must be take into account.

1) See Brown, D.J. and Wang J.T.
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Critical Issue: the Choice of the Threshold

A bank needs to decide a starting threshold for collecting loss data.

In addition, it is necessary to define the threshold to use for fittwayise
distribution?
Many authors think that a high threshold (.000 ) is best.

— It is easy to fit the tail (generalized Pareto);

— The Poisson distribution seems to fit well thefrency distribution (of the POT).
Our experience Is different: the lower the threshold the mospledens the

Information about the real distribution and the more economical (in opposition
to regulatory) will be the calculation of capital charge.

A study driven at RiskLab-Madrid with many sets of lognormal (synthitica

generated) data and thresholds at 0O, 6, 60, 600, 1200, 6000, 10000 shows:

— There are big variations in the parameters (apéd)tgf severity fitted (MLE)
distributions.

— The practical consequences are important varsfiooapital charge: up to 40%
depending on the standard deviation of the lognbdms#ibution.

With real data things may be worst.
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Critical Issue: the Choice of the Threshold (2)

In order to illustrate what kind of problem we face to, we used Matlab to
generate 30,000 lognormal distributed (for different valueg.of

We fit a distribution based on data over the threshold and calculate
economical capital:

Threshold 6.000 10.000

s Capital | Variation Capital Variation
1,00 24,722,851 -45.14% No conv.

1,25 61,776,664 11.89% 195,462,339 254.02%
1,50 64,931,049 -13.72% 58,234,768 -22.62%
1,75 114,193,654 6.92% 95,906,763 -10.20%
2,00 263,774,070 -11.75%% 272,530,807 -9.15%
2,25 677,462,871 11.04%| 12,384,452,280 1929.84%
2,50 1,825,327,187 14.31%| 2,290,335,763 43.43%
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Critical Issue: the Choice of the Threshold (3)

Why such a differences?
Because of error models induced by the threshold.

In practice it is very difficult (lack of data) to distinguish beém a
lognormal with high sigma and a Pareto (or Weibull) distribution.

They may have similar goodness-of-fit in the range of observed data.
The best fitting (max likelihood) gives the following result.

S 6.000 10.000
1,00 Welbull Welbull
1,25 Pareto Pareto

1,50 Lognormal GEV
1,75 Lognormal| Lognormal
2,00 Weibull | Lognormal
2,25 Lognormal| Pareto

2,50 Lognormal| Lognormal

Santiago Carrillo Menéndez, Hanoi, April 2007 75




The Threshold Effect

The threshold may have a big impact both on expected and unexpectet losses

1) The first figure has been produced by Alberto Suiare Santiago Carrillo Menéndez, Hanoi, April 2007 76



Critical Issue:
the Use of Pareto Distribution |

o Operational risk events present heavy tails.
« A natural consequence is the use of Pareto distribution.
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Critical Issue:
the Use of Pareto Distribution I

When fitting Pareto to real data, it is usual to get high values(foren >1).

As it can be seen from the following figure, witk 0.6, the (absolute)
fluctuations of economical capital are very important.

We suppose we have a mean (Poisson) of 30 events greatet @200
guarterly (pessimistic from a European bank point of view)

It doesn't seem to be an acceptable solution.
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Critical Issue:
the Use of Pareto Distribution Il

e For > 1, the situation is even more dramatic.

— the expected value of the losses is infinite, so there are pblem
consistency in the calculation of economic capital.

* In general, Pareto distribution will lead to an overestimate of capital
e It can lead to totally unrealistic values of capital.
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Critical Issue: the Body Effect |

Many authors have suggested only the tail of the severity disbmodrives the
economical capital: the body may be neglected.

As we saw, high values of VaR for the aggregate loss distributrerexalains
by a single loss or a small amount of them.

It is clear that 99,9% is a very high percentile.

But, is it high enough in order to make the body (the part under the threshold)
of the distribution irrelevant for the VaR calculation?

In order to give an answer to this question, we produce the following
simulatiori:
— We generate a wide range of numbers lognormailoised ( =5, =2).
— We choose different thresholds (u) determinatethbyprobability of the tail (p).
— We consider three cases:
« case 0: empirical data;
e case 1: the losses under the threshold u areadil ¢o O;
« case 2: the losses under the threshold u areadil ¢o u;

The results for the VaR are grouped in the following table.

1) See Carrillo Surez 2006 Santiago Carrillo Menéndez, Hanoi, April 2007 80



Critical Issue: the Body Effect Il

CaR,- CaR,
CaR,” 10% | CaR ~10%| CaR,~ 103 car,
0,5| 149 1.253 1.249 1.263 1,14
=200 | 0,2| 797 1.249 1.223 1.349 10,09
0,1|1.946 1.256 1.204 1.557 28,05
0,5| 149 4.909 4.858 5.010 3,1
=2.000| 0,2| 797 4.896 4.624 5.897 25,98
0,1| 1.946 4.911 4.399 7.903 71,36
0,5| 149 28.655 28.126 29.651 5,32
=20.000| 0,2| 797 28.567 25.853 38.660 44,83
0,1| 1.946 28.727 23.519 58.630 122,22

Conclusions:

— For low frequencies, the contribution of the badiyne distribution is not decisive.
— Nevertheless the greater is the frequency theebigghe contribution of the body

of the distribution.
— Asymptotic approximation works for small frequessti
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Critical Issue: Accounting Seasonality

In practice, the fitting of frequency distributions presents a problem.

Most banks use accounting date for characterization of operatiskal ri
events.

In this way a false seasonality (then a false correlatianjrizduced In
data frequency.

It may have important consequences for the fitting of frequency
distributions.

Events which seem Poisson when using the date in which they take place
are transformed and you need a negative binomial for a good fitting.

Fortunately, the choice of the frequency distribution doesn’t seem to have
dramatical effects on capital charge calculation.

Nevertheless, it seems a good idea (for goodness of fit purposes) to use
both dates in the internal database of a bank.

When designing from the beginning the operational risk framework, taking
care of both dates represents a small additional effort.
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Which Measure for Operational Risk?

T_hreshold | | | nay ! " g

sigma
0.75 45.147.89|0 45.100.1P8 45.068.p77 45.010.791 441.21&6. 20.502.829 0
1.00 55.304.778 55.326.5p0 55.248.809 55.554.241 5%6%3. 36.928.518 67.108.2p5
1.25 75.561.196 75.249.7D7 75.420.015 74.991.695 74245. 75.178.279 78.375.0p2
1.50 107.313.374 107.725.126 110.338}465 109.786.290 .720529 115.282.685 111.000.900
1.75 168.698.747 165.910.299 167.142,874 160.748.015 .005Z794 165.833.020 167.556.626
2.00 329.276.367 317.733.767 322.590)964 307.628.505 .566%47 303.353.630 291.655.756
2.25 719.762.762 730.760.484 758.552566 753.659.200 .694612 842.627.735 785.114.711
2.50 2.253.957.440 2.201.555.955 2.316.070.382 2.5mszeq 2.552.734.429  2.656.392.053 3.523.637.681

* Is Operational VaR the good measure for capital charge?

e |[tis not a coherent measure so it is not well adapted to tlgnasen of capital
charge to business units.

« Conditional CaRE[X/X>U]) is a possible alternative solution.

 Depending on the value of sigma, in our example, the shortfall may be up to a
54% greater than the VaR.
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We Can’t Bypass the Monte Carlo Method

Banks are allowed and need to mitigate (20% of) their losses usingnoear

An insurance means the use of at least 4 parameters:
— Lower and upper thresholds which delimitate thenbeirsement, in case of loss.

— A probability coefficient which allows you to tak&#o account the time remaining
In your insurance contract.

— A percentage of mitigation which allows you todakto account the fact that
Insurance companies don't like to pay without dsston.

Definitely, we need to use Monte Carlo simulation.

Among many advantages of this method, it allows to compute directly the
marginal contribution of each position in the Basel Il array.

In addition it is possible to take into account the diversificagffect
(multifactor model) using copulas for modeling the joint distributiorhef36
positions.

Nevertheless, arbitrage between numerical algorithms and the Marite C
approach is not so easy.

In the case of big, we need a lot of simulations in order to get a stable
estimation of the percentile 99.9.
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Using External Data

Santiago Carrillo Menéndez, Hanoi, April 2007 85



Using External Data

“Any risk measurement system must have certain key featuneset the
supervisory soundness standard set out in this section. These elements
must include the use of internal datalevant external datescenario
analysis and factors reflecting the business environment and internal
control systems.” (629)

“A bank’s operational risk measurement systanmst use relevant external
data(either public data and/or pooled industry data), especially when
there is reason to believe that the bank is exposed to infrequent, yet
potentially severe, losses.” (634)

“*These external datshould include data on actual loss amounts,
iInformation on the scale of business operations where the event atcurre
iInformation on the causes and circumstances of the loss events or other
iInformation that would help in assessing the relevance of the loss event
for other banks.” (634)

“A bank must have a systematic process for determining the situations
for whichexternal datamust be used and the methodologies used to
Incorporate the data ...” (634)

Santiago Carrillo Menéndez, Hanoi, April 2007 86



Scaling External Data

External data are shared through specialized consortia (ORX, Gald, ...)
In order to use external data (from other banks) a double scaling process
must be employed in order to guarantee that:

— The data are really anonymous.

— They make sense for each bank

After Basel I, gross income seems to be the exposition indidakpfof
such scaling.

Let us consider two banks A and B, with exposition indicefd sy El;.

A lossL g from bank B must be scaled in order to be considered as a
possible loss of the bank A:

El,

L,=Lg 1+bx 1

IB

Takingb=1 we get a simplified version of the model.
a must be determinate by regression techniques.
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Using Internal and External Data
for Fitting Severity

The mathematical problem is easy to understand.
Let’s suppose the threshold for the external database is

Let (respectively %&be the random variable which represents internal
losses (respectively external losses). Then our hypothesis is that:

(
- *~f ., the density of the severity, conditioned to thet that this severity is
greater thai.
Of course: f (
X)
fq/H (X) - ¥ z
f,(u)du

Let us introduce the following notations:
{I/j; il J} represents internal dat{alj/ ] ;J*} repreéssdternal dat

We need to compute the p&irH) which maximize the value of:

log f,(z, )+, *Iog fou @)

j1a i1J
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Stochastic Threshold

In practice, the threshold is not necessarily constant through the
different banks of the consortium.

In order to take into account this fact, we shall modify the conditional
distribution from

fq/H (X) = fq (X)
f,(u)du
to - 09
Y W

The likelihood function has then a new term (for correction of reporting

bias): n
In]'{zi3H}
i=1
This approach can be used also for internal data.
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Some Remarks

External data are used to capture tail events in the sevettitypdiion
only.
They modify the severity distribution, but not the frequency one.
External data, even scaled, have powerful effect on loss distrikanabn
capital.
Once again the we must be careful to the sensitivity of the nmodew
(extreme) data.
External data may be used for scenario analysis.
For example, by assigning different weights to internal and exteate
It is even possible to use different sets of external data, witdhreiit
credibilities:

— Database of the holding,

— Database of the country,

— Regional external data,

— International data of a consortium.
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Taking into Account
Dependence Structure
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Taking Into Account Dependence Structure |

Up to now, we supposed a perfect correlation of aggregate losses by risk
types: a highly conservative point of view.

In practice, correlation between two aggregate losses is typiedbw
5%, which opens a wide scope for large diversification effects (Fachot

The LDA approach assume severity independence variables in each cell

Therefore it is conceptually difficult to assume simultangossi/erity-
correlation between two classes.

Following Frachot et al we would rather assume that correlation between
aggregate losses by event-type is fundamentally conveyed by the
underlying correlation between frequencies.

Copulas are the instrument for describing the interdependence between
large losses of different business lines/loss types.
Many issues are open at this moment:

— What should be the guidelines to determine thet aymsropriate the most
appropriate copula .

— How sensitive is capital to copula?
— Is capital more sensitive to copula or to margdistribution?
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Taking Into Account Dependence Structure |l

In order to estimate correlations, let us consider two aggrega¢sloss

Ny
L= X, L=
i=0
An easy computation leads to:

2 X-Z

N
1=0

E[ X']
JEI(X)?]

corr(L,,L,)=corrN, N, Y A2 (X*) A (X*), wherds K =

Let us suppose Jare lognormal (i, ;). Then

h(X')=€°*"2 and corr(, L = corrfy, N, ) et
Let’'s suppose independence of severities.

The correlation between the aggregate losses depends only on the
frequency correlations and standard deviation of severities.
Let us suppose a perfect correlation betwegandN.,.

According to the LDA model, the correlation for aggregate losses is
necessary low (1.2% for= ,=2, 10% for ,= ,=1.5).
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Taking Into Account Correlations Il

« Basel Il allows taking into account correlations:

“the bank may be permitted to use internally determined correlations
In operational risk losses across individual operational risk estimates,
provided it can demonstrate to a high degree of confidence and to the
satisfaction of the national supervisor that its systems for detenm
correlations are sound, implemented with integrity, and take into
account the uncertainty surrounding any such correlation estimates
(particularly in periods of stress). The bank must validate its
correlation assumptions.”

 We propose to use.
— Gaussian or Student copu(@ for dependence structure.

— Poisson frequency distributions (N..N;¢). We shall have:
2 2 N /1n+1- jle' /1 N/ ggl Is6 e /56

P(IN,=n, ....,N;=n,)= .. (-I}""=C( )

b=l jee=l n=o N n=0 n
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Final Remarks

QIS 4 confirms that most of important banks decided an LDA approach to
operational risk.

At this moment there are different approaches to AMA (even LDA)
models.

We are at the beginning of consistent AMA approach to operational risk
(P. Embrechts).

LDA seems to be the future of AMA models.
More work is needed in order to make quantitative models fully adequate.

One of the most important challenge is to be able to explain the modelling
approach to Senior Management, Board of Directors ...

Some technical issues:
— Business line attribution of large losses.
The methodology we briefly exposed must be completed by incorporating:
— The Qualitative Adjustments (KRIs, self assessment
— EXxpert opinions to derive scenario probabilitiad aeverities;
— Scenario analyses into capital model.

Operational risk management must focus not only on unexpected losses.
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Sound Practices (1)

Developing an Appropriate Risk Management Environment

Principle 1: The board of directors should be aware of the major aspddhe bank’s
operational risks as a distinct risk category that shbelananaged, and it should
approve and periodically review the bank’s operation& nenagement framework.
The framework should provide a firm-wide definition of epgonal risk and lay down
the principles of how operational risk is to be identifiadsessed, monitored, and
controlled/mitigated.

Principle 2: The board of directors should ensure that the bank’s dpe&d risk
management framework is subject to effective and compabhemternal audit by
operationally independent, appropriately trained andmetent staff. The internal audit
function should not be directly responsible for operagiarsk management.

Principle 3: Senior management should have responsibility for implaing the
operational risk management framework approved by thedoafadirectors. The
framework should be consistently implemented throughtioeiivhole banking
organisation, and all levels of staff should understdair responsibilities with respect
to operational risk management. Senior management shtsddave responsibility for
developing policies, processes and procedures for magagierational risk in all of the
bank’s material products, activities, processes astesys.
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Sound Practices (2)

Risk Management: Identification, Assessment, Monitoring, ad Mitigation/Control

* Principle 4: Banks should identify and assess the operational riskrentt in all material
products, activities, processes and systems. Banksdcshlso ensure that before new
products, activities, processes and systems are udentor undertaken, the operational
risk inherent in them is subject to adequate assessmerequces.

* Principle 5: Banks should implement a process to regularly moniparational risk
profiles and material exposures to losses. There shautddular reporting of pertinent
Information to senior management and the board of dirett@issupports the proactive
management of operational risk.

* Principle 6: Banks should have policies, processes and proceducesitml| and/or
mitigate material operational risks. Banks should piaally review their risk limitation
and control strategies and should adjust their operdtraiaprofile accordingly using
appropriate strategies, in light of their overall riskpapte and profile.

* Principle 7: Banks should have in place contingency and businegscay plans to
ensure their ability to operate on an ongoing basis and losges in the event of severe
business disruption.
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Sound Practices (3)

Role of Supervisors

* Principle 8: Banking supervisors should require that all bankgardless of size, have
an effective framework in place to identify, ass@ssnitor and control/mitigate material
operational risks as part of an overall approaalistomanagement.

* Principle 9: Supervisors should conduct, directly or indirectBgular independent
evaluation of a bank’s policies, procedures andtpres related to operational risks.
Supervisors should ensure that there are apprepmnathanisms in place which allow
them to remain apprised of developments at banks.

Role of Disclosure

* Principle 10: Banks should make sufficient public disclosureltova market
participants to assess their approach to operatimkananagement
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SELECTED EXAMPLES

BUSINESSLINE | BUSINESS LOSS EVENT RSK SUBRISK | COUNTRY OF | SETTLEMVENT
HRVINAVE -LEVEL1 LINE- LEVEL 2 | AVIOUNT ($M) DESCRIPTION CATEGORY | CATEGORY DOMCILE YEAR
Nomura Trading & Sdles Sales 47.90 In July 1998, Nomura Securities International Inc, the US brokerage unit of Nomura Securities of Japan, reported that it had agreed to pay $47.9Min settlement of Clients, Products| ~ Suitahility, Japan 1998
Securities charges stemming from the Orange County's bankruptcy lawsLit. The suit wes filed against the fir for investing municipal county funds in high risk derivatives and & Business Disclosure &
International municipal bond trading that wes illegal under California law: The Securities Exchange Commission reported that Nomura wes one of the brokerage fimms responsible for Practices Fdudiary
Incorporated the county’s bankruptcy. Orange County daimed to have lost $1.64 billion. The SEC stated that Nomura had lent the county huge sums of money, which it reinvested in
search of high retums. Nomura also supplied the risky securities favoured by then county Treasurer and Tax Collector Robert L. Otron that plunged in value when interest
rates rose sharply in 1994. The SEC also charged the firm for its role in undenwiting key bonds for the county and accused Gitron of illegally investing in volatile securities
that were unsitable for public funds.
ABNAmro | Agency Services | Corporate Trust 141.00 In Noverrber 1998, ABN Amro Holding NV, a Netherlands full services bank and Europe's eighth largest banking firm, reported that it had realized aloss of 174Mguilders | Intemal Fraud | Theft & Fraud Netherlands 1998
Holding NV ($141M) due to forgery, embezzlement and fraud perpetrated by four of its former employees. The four allegedly committed about 600 fraudulent transactions, meking
impraper use of about 30 dient accounts. The bank said that after uncovering the irregularities, it fired the employees and natified law enforcement dfficials in February,
1997. The transactions took place within the bank's trust department, whose functions induded maintaining bank accounts for 600 to 800 dlients living abroad. Its products
included numbered bank accounts for clients whase identities were known only within the department. Employees also executed orders solely on the basis of telephone
instructions. The bank said that, upon inspection, some packages in custody that supposedly contained diamonds tumed out to contain false diamonds, and diamond
shipment orders given by dients were sometimes accompanied by falsified invaices.
Merrill Lynch & Trading & Sales Sales 100.00 In December 1997, Menill Lynch & Co, a US broker-dealer, reported that it had agreed to pay $100Minfines to settle charges of price fixing on the Nasdag stock market. | Clients, Products]  Improper United States 1997
Company The Securities and Exchange Commission fined 30 Wall Street firms more than $910Min this regard. The lawsuit alleged that as many as amillioninvestors lost hillions &Business Business or
of dollars because of callusion among the firms between 1989 and 1994. This callusion caused an artificial widening of spreads, the gap between the purchase and selling] ~ Practices | Market Practices
prices of stacks, thereby adding to dealer prafits. The settlement also required the firms to improve trading policies and procedures. The case beganin 1994, when the
SEC and the Justice Department accused mgjor Nasdaq dealers of conspiring to fix the bid-ask spreads on stock quotes resuiting in extra costs to ordinary investors on
thelr stock trades. Under the settlement, the brokerage firms with the most alleged violations agreed to pay higher fines. Inmeaking its original case, the SEC charged that
mejor Nasdaq dealers harassed or refused to trade with others who tried to offer investors a better price for astock.
WGZBark | Trading&Sdes |  Proprietary 200.37 In October 1998, Westdeutsche Genossenschafts-Zentralbank AG (WGZ-Bark), a German commerdial bank, reported tht it had realised a loss of DM 377 ($200.4M) Internal Fraud Systems Gamany 1998
Pasitions due to computer fraud perpetrated by two employees over the past sixteen months. The bank has initiated a case against the two enployees, who used a loophole in the Security
bank's computer systemfor currency derivatives. They entered unrealistic intermedary values, which the systemfailed to document and managed to redlise the profitsin
thelr derivative securities. The fraud was only discovered after the installation of an updated system, required under a new law; which liminates the opportunity for such
manipulation.
Korea First Commercia Commercia 93.00 In April 1998, Korea First Bank, a South Korean commerdial bank with aperations in the US, reported that it had agreed to pay $93Min settlement of a lansit that Clients, Products|  Improper South Korea 1998
Bank Banking Banking charged it with wongfully dishonoring its irevocable letter of credits. The New York Appellate Court rued in favour of CalEnergy Company Inc, a glabal energy company & Business Business or
that manages and oans an interest in over 5000 megavatts of power generation capability among various fadilities in operation, construction and development worldwide. Practices Market Practices
Casecnan Water and Energy Company Inc, a subsidiary of Calenergy was executing a power project in the Philippines. Hanbo Corporation had been acting as the
turnkey contractor and guarantor for the Casecnan project. KFB's letter of credit wes issued as financial security for the obligations of Hanbo. The contract with Hanbo
Corp. was terminated by Casecnan due to Hanbo's insolvency and other misperformance in the project, at which time Casecnan made an initia draw on the KFB letter of
credit securing Hanbo's performance under the contract. Furthermore, Casecnan had made three sushsequent draws on the letter of credit, all of which were opposed by
Hanbo and draws under the letter of credit were dishonoured by Korea First Bank.
Gitibank Commerdd Conmmerdd 30.00 In September 1999, Gitibank, a US commercial bank with global operations and unit of Qtigroup, reported that it had realized a loss of $30M due to credit fraud. The External Fraud | Theft & Fraud | United States 1999
Banking Banking fimrs UK branch wes one of 20 financia institutions operating in the Mddle East which were the victims of fraud. Madhav Patel, an Indian businessman, allegedy
deceived the bank by using forged documents to secure letters of credit guaranteeing payment for bogus transactions. The alleged fraud came to light earier this year
when Patel's British registered firm, Solo Industries, ran into finandia difficuities in the Middle East. Patel, who ran several metal smelting businesses in Dubai, secured
letters of credit fromthe firmas well as ather banks to guarantee payments on shipments of metal to the United Arab Enrirates. Pdlice believe the shipments were bogus
and the money wes diverted elsewhere. Patel moved to London after his business callapsed in May. He has since disappeared.
Credit Suisse Corporate Corporate 400 In May 1997, Creit Suisse First Boston Corp., a US investment bank and unit of Credit Suisse Group, reported that it had agreed to pay $4Min a settlement with 33 Employment Employee Switzerland 1997
First Boston Finance Finance former investment bankers inits municipal bond unit. The former enyployees daimed that the firmimproperty refused to pay them annual bonuses when they were Practices and Relations
Corporation terminated. CSFB took the unusual step of dffering no bonuses to laid off municipal bond investment bankers after the firm shut its municipal unit in 1995, eventhoughthe|]  Workplace
bankers had worked through 1994 and had generated profts for the company. At the same time, some bankers in the mortgage-backed securities unit were paid bonuses Safety
despite aloss of about $40Mat thet unit.
Chase Paymentand | External Clients 145 In January 1995, Chase Manhattan Bank, a US commerdial bank, reported that it had agreed to pay $1.5Min settlement with a publishing company for having impraperty Execution, Transaction United States 19%
Manhattan Setlement endorsed checks used in an embezzlement scheme. Knight Publishing lost nearly $2M between 1985 and 1992 in a scherme run by Oren Johnson, a production Delivery & Capture,
Bank supervisor at the newspaper. Johnson admitted authorizing the company to issue checks to Graphic Image, a commercial printing firm, for supplies that were never Process Execution &
delivered. He split the money with two other men and all three pled guilty to mail fraud, money-laundering and conspiracy. Knight Publishing daimed Chase Manhattan Management Maintenance
should not have honored the checks becauise the endorser's name did not metch the name on the checks.
Phatra Thanakit| Retail Brokerage | Retail Brokerage| 160 In Noverrber 1998, Phatra Thanakit, a Thailand brokerage firm, reported thet it had agreed to pay 40M Bhat($1.6M) in fines as settlement of Securities Exchange of Business Systems Thailand 1993
- Secondary Thailand (SET) charges alleging vidlations of trading rules. The fine wes levied over the firis rde in a technical error during trading operations. The firm one of thefive | Disruption and
merkets biggest brokers in the Thai stock merket, wes responsible for an error involving a sale order for 200 million shares in Ayudha Investment (AITCO) which had only 25 SystemFailures

million shares outstanding. The firm said that one of its subbrokers placed a sell order for 2000 shares but a computer fault converted the order to 200 million shares. The
company tried to cancel the order about 20 minutes after the order was placed on SET's computerized board and natified the exchange of the technical eor. However,
some 18 million shares, worth more than 2.3 hillion baht, had aready been matched with buying orders. The exchange called an emergency meeting at the end of the
day's trading and decided to vaid the transactions for the 18 million shares.
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